C KaxJpIM TOJIOM MOJIOACKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & IKOJIbHUKU
OJIHU M3 CaMbIX aKTHUBHBIX NOJIb30BaTenen Pynera. Mexny tem, noMUMO
OTPOMHOTO KOJINYECTBAa BO3MOYKHOCTEH, MHTEPHET HECET U IPOoOIeMbl. JTa
ImaMsITKa JTOJDKHA MOMOYE TeOe 0€30IMacHO HaXOMUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KoMribroTepHblil BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOrPaMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SBJISETCS CIIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nononHeHue k 3ToMy, BUPYChl MOT'YT MOBPEIUTH WU TOJTHOCTHIO YHUUTOXKHUTh
Bce (pailyibl ¥ JaHHbIE, TOJKOHTPOJIbHBIE MOIb30BATEN0, OT UMEHU KOTOPOro Oblia
3amynieHa 3apakxeHHasi IporpaMMa, a TakKe MOBPEIUTh WU JaKe YHUUTOXKUTh
OIEPaIOHHYIO CHCTEMY CO BCeMU (aitnamu B 1iesioM. B OonbImmHCTBE ciiyyaeB
pacrpoCTPaHSAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTOZ[bI 3allIMTHI OT BPE€AOHOCHBIX IIPOrpamMm:

1. HCHOHBBYﬁ COBPEMCHHBIC OIICPATNOHHBIC CUCTCEMBI, UMCIOIIINC CCpB@SHBIﬁ
YPOBCHDB 3alIMTHLI OT BPCAOHOCHBIX IIPOI'paMMm;

2. I[locTosiHHO ycTaHaBIMBa MavTh (UG POBbIE 3aIUIATKH, KOTOPHIE
aBTOMATUYECKH YCTAHABJIMBAIOTCS C LIETbI0 JOPaOOTKU IPOrpaMMBbl) U ApyTUe
OOHOBJICHUS CBOEH OmnepanuoHHON cucTemMbl. CKaunBai UX TOJBKO C
odurmanpHOrO caifra pazpadorunka OC. Ecnu cymecTByeT pexxum
aBTOMAaTHUYECKOro OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotail Ha cBOeM KOMITbIOTEpE IO/ IPaBaMu MOJIb30BATENs, & HE
aAMUHHUCTPATOPA. DTO HE MO3BOIUT OOJIBIIMHCTBY BPEOHOCHBIX MMPOTPAMM
VHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vicnonb3yii aHTUBUPYCHBIE POTrPAMMHBIE TIPOTYKThI U3BECTHBIX
POU3BOIUTENEH, C aBTOMATHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub (HpU3HUECKUNA JOCTYI K KOMIIBIOTEPY JUISl IOCTOPOHHUX JIUIL;

6. Mcnonb3yiil BHEITHUE HOCUTENHN HH(DOpMALINY, TaKue KakK (Iemika, TUCK WiIH
(ailn u3 HHTEpHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBail KOMITbIOTEpHBIC (halIIbI, TIOJYICHHBIC U3 HEHAIC)KHBIX
UCTOYHUKOB. [{axe Te (ailsibl, KOTOphIe MpuUCHall TBOM 3HaKOMbIN. Jlydrie yrounu
y HEro, OTIIPABJISI JIU OH TeOE HX.

Cern WI-FI

Wi-Fi - 3T0 He BHJ mepeavyn JaHHbIX, HE TEXHOJIOTHs, @ BCEro JIMIIL OPEHI,
Mmapka. Eme B 1991 roay Hunepianjackas KOMIIaHUS 3apEeTUCTpUpOBaja OpeH



"WECA", uto o6o3nauaino cinoBocoueranue "Wireless Fidelity", kotopsiii
NIEePEeBOIUTCA KakK "OecrpoBOIHASI TOYHOCTH .

Jlo Hamero BpeMeHu Jionuia apyras abopeBuarypa, KoTopas SBISIeTCS TaKOU kKe
TexHoyioruen. 9to adbopeBuarypa "Wi-Fi". Takoe Ha3BaHMe OBLIO IaHO C HAMEKOM
Ha CTaHAapT BbICIIeH 3ByKOBOM TexHUKHU Hi-F1, uTo B mepeBoae o3Havaer
"BBICOKAsi TOUHOCTD .

Ja, OecriiaTHBIM UHTEPHET-IOCTYN B Kae, OTENIX U adporopTax sSBIsSETCS
OTJIMYHOU BO3MOKHOCTBIO BBIX0J1a B MHTepHET. HO MHOTHE SKCTIEPTHI CYMTAIOT,
yT0 obmenoctynubie Wi-Fi cetn He SBISIFOTCS O€30TacHBIMH.

CoBeTbl 10 6€30MacHOCTH pabOThI B 00IIE0CTYMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro nuunyto uapopmaiuio uepes odmenocrynusie Wi-Fi cern.
Paboras B HUX, j)KeIaTeIbHO HE BBOJAUTH MAPOJIU JOCTYIA, JIOTUHBI U KAKUE-TO
HOMEpA;

2. Ucnionb3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOTPaMMBbI U OpanaMayep. TeM caMbim
Thl 00e30naculllb ce0s OT 3aKauKu BUPYCa HA TBOE YCTPOUCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkimoun pynkuuto "O0muit qoctyn K daitnam u
npuHTepaM". JlaHHasg QyHKIMS 3aKpbITa [0 YMOJIYAHUIO, OJTHAKO HEKOTOPHIE
N0JIb30BATENIN AKTUBUPYIOT €€ I y100CTBa UCII0JIb30BaHUs B paboTe uiu yueoe;

4. He ucnionb3yit nyonnunsii WI-FI 11t nepenaun mTuyHbIX JaHHBIX, HATIPUMEP
JUIS1 BBIXOJIA B COLIMATIbHBIEC CETH WJIW B JIEKTPOHHYIO MTOYTY;

5. HUcnonb3yii Tonpko 3anunieHHoe coenunenne yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBoau uMeHHo "https://";

6. B moOunbHOM Tenedone otkaoun pyHkiuo "Tlogkmodenue k Wi-Fi
aBTomaTnuecku". He nomyckaii aBTOMaTHY€CKOro MOJIKIIOUEHUS YCTPOUCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.

ConmajibHbIC CEeTH

CoumasbHbIC CETH aKTUBHO BXOJIAT B HAIYy KU3Hb, MHOTHE JIFOJU Pa0OTAIOT U
YKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBad MULIHAP/]T YETOBEK,
YTO SBISIETCS OJHOM ceIbMOM BCEX JKUTEJICH IUIaHeThl. MHOTrHe moJIb30BaTeIn He
MOHUMAIOT, YTO HH(pOpMaIHs, pa3MellleHHAass UMU B COITMATBHBIX CETSIX, MOXKET
OBITH HaliJIeHA U UCIIOJIb30BaHa KEM YroJHO, B TOM YHKCJIE HE 00s13aTENIbHO C
OJlaruMu HaMepeHHUsSIMHU.

OCHOBHBIE COBETHI M0 OE30MACHOCTH B COIIMAIBHBIX CETAX:



1. Orpanuyb ciMcok Jpy3ei. Y 1e0s B Ipy3bsiX HE JIOJKHO ObITh CIy4allHBIX U
HE3HAKOMBIX JIFOCH;

2. 3amminaii CBOO YacTHYIO ku3Hb. He ykaspIBaii maposnu, TenedoHnsl, ajapeca,
JaTy TBOET'O POXKIEHUS U APYTYIO JUUHYIO HHPOPMALIHIO. 3T0YMBIIIIEHHUKU
MOTYT HUCIIOJIB30BaTh JlaXke HH(POPMAIIUIO O TOM, KaK Thl U TBOU POJAUTEIN
IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amminan cBOIO pemyTaluio - IEPKHU €€ B UNCTOTE U 3a7aBail cebe BOIpoc:
XO0TeJl ObI ThI, YTOOBI APYTHE MOIB30BATEIN BUEIH, UTO ThI 3arpy’Kaeiilb?
[Toxymaii, mpexie 4emM 4TO-TO OMyOJUKOBATh, HAMMUCATH U 3aTPy3UTh;

4. Ecnv ThI TOBOPHILIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3Yil CBOE
peasibHOE UM U JPYTYIO JIMYHYIO HH()OPMAUU: UMSI, MECTO KUTEIbCTBA, MECTO
y4eObl U Ipouee;

5. U3beraii pazmemienus ¢ororpaduii B UuTepHeTe, rae Thl n300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEAEIIUTh TBOE MECTOMOI0KEHHUE;

6. ITpu perucrpaunu B COUUaIbHONW CETH HEOOXOIMMO UCIIONIB30BATh CIOMKHbBIE
apoJju, COCTOSIINE U3 OYKB U LIU(PP U C KOJTMIECTBOM 3HAKOB HE MEHee §;

7. A7l couuanbHOM CETH, TOYTHI M IPYTUX CAUTOB HEOOXOAUMO HCIIOJIb30BATh
pazHble napoiu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0yMbIIIJIEHHUKN NOJy4aT
JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IEHbI'H

DNEeKTPOHHBIE JEHBI'M - 3TO OYEHb YIOOHBIN CIIOCOO IUIATEKEN, OTHAKO
CYILECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JIEHbI'U. DJIEKTPOHHbIE
JI€HBI'H MOSBUJIMCh COBCEM HEJABHO U UMEHHO M3-3a 3TOr0 BO MHOTHX
rocy/apcTBax J0 CHX IOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (hYyHKITMOHUPYIOT U O HUX YK€ IIPOIMUCAHO B 3aKOHE, T/¢ UX
pa3neisaoT Ha HECKOJIBKO BUOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3HuIIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX pa3peniaeTcsi IPOBOAUTH omepanun 0e3
UACHTU(UKALINHY IT0JIH30BaTEIsA, @ B HCAHOHMMHBIX MJICHTH(PUKALIHS ITOJb30BaTEIsA
SIBJISIETCST 00S3aTEIILHOM.

Taxxe cienyer pa3inyaTh MEKTPOHHbIE (PUATHBIE IEHbIU (paBHBI
roCyJapCTBEHHBIM BaJIIOTaM) U 3JIEKTPOHHbIE HE(PUATHBIE IEHBIH (HE PaBHBI
rOCy/1apCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 0€30MacHOi padoTe € AIEKTPOHHBIMU JIEHbIaMU:



1. IpuBsiku K cueTy MOOMIIBHBIN TeedoH. ITO caMblil yTOOHBIN U OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBsi3anHbIi TeneoH MOMOXKET, €CIH
3a0y/emb CBOM IUIaTEeXHBINA apoJib WU 3aiICIb Ha CAUT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonb3yit ogHopa3oBbie naponu. [locne nmepexona Ha yCHIEHHYIO
aBTOpU3AIUIO TeOe yKe He OYJeT yrpoxKaTh OMAaCHOCTh KPaKU MM MepexBara
IUTATEKHOTO TapOoJIs;

3. BriGepu cnoxxHbIi maposs. [IpecTynHukam OyieT He MPOCTO yrajaaTh CIOKHBIN
napoib. HagexxHbie mapoiu - 3To Mapoiid, KOTOPbIE COJEPKAaT HE MEHEe § 3HAKOB
U BKJIIOYAIOT B C€0sl CTPOUHBIE ¥ MPONUCHBIE OYKBBI, HU(MPBI U HECKOIBKO
CUMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, (pyHTa, BOCKIUIATEIbHBINA 3HAK U T.I1.
Hampumep, $tROng!;;

4. He BBOJIM CBOU JINYHBIE JAHHBIE HA CAlTax, KOTOPBIM HE JIOBEPSCILIb.
JJIeKTPOHHASA MOYTA

DJIEKTPOHHAS TTOYTA - 3TO TEXHOJIOTHS U MPEIOCTABIISIEMBIE €10 YCIYTH T10
MEPECHUIKE U MOIYYEHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PaCIPEAEISIOTCS B
KOMITbIOTepHOU ceTh. OOBIYHO JIEKTPOHHBINA MOYTOBBIN SITUK BBITJISIAT
CIEAYIOIMM 00pa3oM: UM TOJIb30BaTENA(@UMSL _AoMeHa. Takke KpoMme nepenadn
IIPOCTOr0 TEKCTA, UMEETCS BO3MOXKHOCTH TIepe1aBaTh (pailibl.

OCHOBHBIE COBETHI 110 OE30MTaCHON pabOTe C JIIEKTPOHHOM ITOUYTOM:

1. Hanmo BeIOpaTh mpaBUIIBHBIN TOYTOBBIN CEpPBUC. B MHTEpPHETE €CTh OrPOMHBII
BbIOOpP O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4YllIe 0BEPATH TEM, KOT'O
3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBaii B TMYHOM mouTe InuHyto nHdopmarmio. Hampumep, myudre
BBIOpaTh "My3bIKabHBIN (haHaT@" wiu "pok2013" BmecTo "Temal3";

3. Mcnonp3yil ABYX3TAlHYIO aBTOPU3ALMIO. ITO KOrJa OMUMO MAapOJIsl HYKHO
BBOJIUTH KOJI, MPUCHLIaeMbIi 10 SMS;

4. Be10Oepw CIIOKHBIN Tapoiib. [[1s Kak10ro MmoYToBOrO SAIIKUKa JOJKEH OBITh CBOU
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NIapOJIb;

5. Eciii ecTh BO3MOKHOCTh HAIMCAaTh CAMOMY CBOM JIMYHBIA BOIIPOC, UCTIOIb3YH
3TY BO3MOXHOCTb;

6. Mcnonb3yii HECKOIBKO IMOYTOBBIX SITUKOB. [IepBbIi 711 YaCTHOM NEPENNCKU C
azpecaTaMy, KOTOPBIM Thl JOBEPSIEIIb. DTO 3JIEKTPOHHBIN aJpec HE HAJ0
UCIIOJIb30BaTh NPU pErucTpanuu Ha (hopyMax u cailtax;



7. He oTkpbiBaiil haiiiibl U ApyTrUe BIOKEHUS B MUChMaXx, Ja)e €CJIM OHU MPUIILITH
OT TBOMX Jpy3eil. JIyunie yTouHu y HUX, OTIIPABIISIIN JIU OHU TeOe 3TH (ailibl,

8. Ilociie okoHyaHust pabOTHI HA TOYTOBOM CEPBHUCE MEPE 3aKPHITHEM BKIAIKH C
caiiToMm He 3a0y1b HaKaTh Ha "BeritTu".

KulepOyiimHT MM BUPTYaJbHOE U3/1€BATEILCTBO

KubepOymiuHr - npeciegoBaHue COOOIIECHUSIMU, COJEPKAIMMU OCKOPOJICHUS,
arpeccuto, 3aITyTUBaHNE; XYJIUTAHCTBO; COMMAIEHOE OOUKOTUPOBAHUE C TIOMOIIHIO
Pa3INYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOpHOE ¢ KHOEPOYIUTHHTOM:

1. He 6pocatics B 60ii. JIydiuii cmoco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CJIH
HET TOr0, K KOMY MOXHO 00OpaTUThCS, TO BHAYAJIC YCTIOKOUTHCS. ECiy Thl HauHETH
OTBEYaTh OCKOPOJIEHUSAMH Ha OCKOPOJIEHUS, TO TOJIBKO €I1le OOJIbIIIe PA30KIKEITh
KOH(JIUKT;

2. Ynpapisii cBoel kubeppernyTauuei;

3. AHOHUMHOCTB B ceTH MHUMasl. CyIllecTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,;

4. He cTouT BecTu XyJIUraHCKui o0pa3 BUPTyaJbHOM Xu3HU. IHTEepHET
(¢uKcHpyeT Bce TBOM JICUCTBHSI M COXPAHSIET UX. Y JAIUTh UX OyAET KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnronait CBOIO BUPTYaJIbHYIO YECTH CMOJIONY;

6. UrHopupyii ennHUYHBIA HeraTuB. OIHOPa30BbIE OCKOPOUTEIIBHBIC COOOIICHUS
Jydlie urHopupoBaTh. OOBIYHO arpeccus MpeKpamniaeTcs Ha HauaJlbHOW CTa uu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMU, B
COIMAJIBHBIX CETSX €CTh BO3MOXKHOCTH OJIOKUPOBKHU OTIPABKU COOOIIEHUH C
OTIpEICICHHBIX a/IPECOB;

8. Ecnu ThI cBUAeTens kubepOyuinHra. TBOU AeMCTBUS: BHICTYIIUTh MPOTUB
IpecieoBaTes, IoKa3aTh eMy, UTO €ro JICUCTBUS OLIEHUBAIOTCSl HETaTUBHO,
MOJIIEPKATh KEPTBY, KOTOPOU HY>KHA MICUXOJIOTUYECKask TOMOIIlb, COOOIIUTh
B3pPOCJIBIM O (paKT€ arpeCCUBHOTrO MOBEJICHUS B CETH.

MoouabHbIi TesaedoH

CoBpemeHnHbIe cMapT(OHBI U TUTAHIIETHI COAEpKaT B ce0e BIIOJIHE B3POCIbIN
GyHKIIMOHAJ, U TeNEPh OHU MOTYT KOHKYPUPOBATh CO CTAI[MOHAPHBIMU
KoMIibtoTepamu. OHAKO, CPEICTB 3AIIMUTHI JIJIs1 TOAOOHBIX YCTPOUCTB MTOKA OYEHB



MaJio. TecTUpoBaHUE M TOUCK YSI3BUMOCTEWM B HUX MTPOUCXOJUT HE TaK
uHTEeHCHBHO, Kak s [1K, To ke camoe kacaercss 1 MOOMIIBHBIX TTPHII0KCHHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPAKTUIECKU JJOTHATU HACTOJBHBIC
aHaJIOTH, OJHAKO pacliupeHue GyHKIMOHANIA BIEYET 32 COOOM OOJBIITYIO
CJI0’KHOCTb Y MEHBIIYIO 3alIUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENM BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIIHE
KPUTHYECKUE YSI3BUMOCTH [IJIs1 CBOUX YCTPOUCTB.

OCHOBHBIE COBETBI JIISA 0e30IaCHOCTH MOOUILHOTO TCJ'IC(bOHa:

Huuero He siBnsieTcs mo-HactosuiemMy OecriaTHeIM. byib ocTopoeH, Bellb Korja
Tebe mpearaT OecIIaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHUE-TO
IUIATHBIE YCIIYTH,

Hymaii, npexxze yem ornpaButb SMS, ¢hoTo unm Buaeo. Thl TOYHO 3HACIIID, I71€
OHM OYJyT B KOHEUHOM UTOTe?

Heo6xoaumo 0OHOBIATE ONEpPalMOHHYIO CUCTEMY TBOEro cMapTQoHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJISI MOOWITBHBIX Telle()OHOB;

He 3arpysxaii npuIo)KeHus1 OT HEU3BECTHOTO HCTOYHHKA, BE/Ib OHU MOTYT
COJIepKaTh BPEIOHOCHOE ITPOrPaMMHOE 00CCIICUeHUE;

[Tocre TOro Kak ThI BRIM/EIIb C CaiiTa, T/ie BBOAWI JIMYHYIO HH(OpMaIHio, 3aii1u B
HACTpoiku Opay3epa u yaaiu cookies;

[Teproaruecku MpoBepsii, KaKKUe TUIATHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOit HOMep MOOMIIBHOTO TenedoHa TOIBKO JIOASM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSICIIb;

Bluetooth nomken ObITh BBIKIIIOUYEH, KOT/Ia Thl UM HE MOJib3yelnibes. He 3a0biBait
WHOT/a IPOBEPSTH ITO.

Online urpsol

CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIIIUE PA3BICUCHHUS,
00BEAUHSIONINE COTHU THICAY YENIOBEK 10 BceMy Mupy. Urpoku uccineayror
JAHHBIA UM MHp, OOLIAIOTCA APYT C IPYTrOM, BBIIOIHSIOT 3a/1aHUs, CPAXKAKOTCS C
MOHCTPaMHU U MOJYYaroT ONbIT. 3a yIOBOJIBCTBUE OHU IUIATST: MOKYIAKOT JUCK,
OIJIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OIMLUU.



Bce aTu cpenctBa uayt Ha nojepiKkaHue U pa3BUTHUE UTPHI, a TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AITNH, BBIITYCKAIOTCS HOBBIE
naTuu (udpOoBkIE 3aIUTATKHU AJIS POTPamMM ), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HbIX Urpax CTOUT OnacaThCs HE CTOJIBKO CBOUX COIMEPHUKOB, CKOJIBKO
Kpaky TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3aIMK OOJIBIINHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH TBOET'O HUI'POBOI'0 aKKAaYyHTa:

1. Ecm npyroit urpok BefieT ce0s MI0X0 WK CO3JaeT Te0e HEMPUSTHOCTH,
3a0JIOKMPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyiicsa aiMUHUCTPATOPAM UTPHI Ha IJI0X0E NMTOBEIECHNUE dTOI0 UTPOKA,
JKEJNaTeNbHO NPWIOKUTH KAKUE-TO I0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muunyto uHbopmaIuo B podaie urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBpnuBaii HeopuIimaabHbIe TTATYH U MOJIBI;

6. Mcnonb3yii CIIOKHBIE U pa3HbIE NTApOJIH;

7. Jaxxe BO BpeMst UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Ioka Tl Urpaelib, TBOU
KOMITBIOTEP MOT'YT 3apPa3UTh.

OUIIUHT WIN Kpaika JIMYHbIX JaHHbIX

OObIyHOM KpaXkel JAeHEr U JIOKYMEHTOB CEroJIHs Y>K€ HUKOTO HE YAUBUILIb, HO C
Pa3BUTHUEM HMHTEPHET-TEXHOJOTHH 3JI0YMBIIIJICHHUKN MTEPEMECTIIINCh B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMATHCS "'MTIOOUMBIM" J1€JTOM.

Tax nmosiBHIaCh HOBAst yrpo3a: HHTEPHET-MOIICHHUYECTBA WU (DUIIMHT, TJIaBHAs
1eJIb KOTOPOr'0 COCTOUT B MOJIYYEHUH KOH(PUIEHIUAIbHBIX JTaHHBIX
NI0JIb30BaTelel - JIOTMHOB U naposieil. Ha anrnuiickom si3bike phishing unraercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - maposs).

OcCHOBHBIE COBETHI 110 0OpHOE C (UITUHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciin ThI oj103peBaeliib, 4TO TBOSI aHKETa Obljia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MO>KHO CKOpEe;

2. Ucnonw3yit 6e30macHbie BeO-CalThI, B TOM YHCIIe, UHTEPHET-MarasnHoB 1
TIOUCKOBBIX CHUCTEM;



3. Ucnonb3yii clioXHbIE U pa3Hble mapoyid. Takum o0pa3oMm, eciiu TeOs B3JIOMaloT,
TO 3JIOYMBINIJICHHUKH MOTYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQIITIO B CETH,
a He KO BCEM;

4. Ecnu Tebst B3110MaH, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBbIE 100aBi€eHbI y TEOS B IPY3bIX, O TOM, YTO T€Os B3JIOMaJIHU U, BO3MOXKHO,
OT TBOETO UMEHHU OYJIE€T pacChlIaThCsl ClIaM U CChUIKM Ha (DUILMHTOBBIE CAlTHI;

5. YcranoBu HanexHbli napons (PIN) Ha MoOwbHBIN TenedoH;
6. OTKIII0YH COXpaHEeHHE Taposisi B Opaysepe;

7. He oTkpsIBail (paiisasl U Apyrue BIOKEHHS B MUCbMaXx, J1aXe €CIU OHU MPUILIN
OT TBOMX Jipy3el. Jlydllle yTouHM y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailibl.

Mudposas penyrauus

[udposas penmyTaius - 5T0 HEraTUBHAsI UM MO3UTHUBHASA WH(OPMAIIUs B CETH O
tebe. Komnpomerupyromas uudopmanys, pa3MelieHHast B UHTEPHETE, MOYKET
CEpbE3HBIM 00pa30M OTPA3UTHCS HA TBOEW peanbHOU *u3HHU. "Lludpposas
penytamus" - 3TO TBOM UMUK, KOTOPbIH hopMupyeTcs u3 uadopmaiuu o Tede B
UHTEpHETE.

TBOE MeCTO KUTEILCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJ0KEHUE, OCOOCHHOCTH
XapakTepa 1 pacckasbl 0 OJM3KHX - BCE TO HAKATUTMBACTCS B CETH.

MHorue nmoApOCTKA JETKOMBICJIEHHO OTHOCSTCS K IMMyOJUKAIIMH JIMYHOM
uHpopmaruu B MIHTepHETE, HE TOHMMAas BO3MOXKHBIX TTOCIICACTBUN. ThI aXxe HE
CMOXKeEIIb J0TaJaThCsi 0 TOM, 4To pororpadus, pa3mMelnieHHas 5 JeT Ha3al, craia
NPUYUHON OTKa3a MPUHATH T€Os Ha padoTy.

KomMmenTtapuu, pazmenienre TBoux pororpaduii u Apyrue 1eicTBUS MOTYT HE
VCYE3HYTH JIAKE MOCJE TOr0, KAK Thl MX YAAIMIIb. Thl HE 3HACIIb, KTO COXPAaHUII
3Ty UH(POpPMAIHUIO, TIOTaja JIU OHA B IOUCKOBBIE CUCTEMBI U COXPAHMJIACH JIU OHA, a
[JIaBHOE: YTO MOAYMAIOT O T€0Ee OKpYXkKAIoIUe JTIOAN, KOTOPbIe HAWIYT U YBUIAT
s10. Haiitn nH(opmMaiinio MHOTO JIET CITyCTsI CMOKET JII000i - Kak U3 J0OPhIX
noOy>XJI€HH, TaK ¥ C HAMEPEHUEM MTPUUYUHHUTH BPEl. DTO MOXKET OBITh KTO
YTOJHO.

OCHOBHBIE COBETHI 110 3aIIMTE LU(PPOBOM pemyTalluu

1. ITogymait, mpexJie YeM 4To-TO MyOJIMKOBATh U MepeaBaTh y ceOst B 0J10re niu B
COLIMAJIBHOM CETH;

2. B HacTpoiikax npoduiis ycTaHOBU OrpaHUYEHUS Ha IPOCMOTP TBOETO MPOPHIIs
Y €r0 COAEPKUMOrO0, CAENAN €ro TONbKO "I Apy3en';



3. He pa3meniaii 1 He yka3biBaih HHPOPMAIIHIO, KOTOpPast MOXKET KOT0-JTH00
OCKOPOJIATH WIIH OOMIKATh.

ABTOpCKOE NPaBO

CoBpeMeHHbIE ITKOJILHUKY - aKTUBHBIC TI0IH30BATENN ITUPPOBOT0 MPOCTPAHCTBA.
OnHako JajeKko He BCe 3HAIOT, YTO MOJIb30BAHIE MHOTHMMHU BO3MOXXHOCTSIMU
ppoBOro Mupa TpedyeT COOMIOACHHS MPaB Ha MHTEIEKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "HHTEIIEKTyalIbHASE COOCTBEHHOCTD' OTHOCHTCS K PA3IUYHBIM TBOPCHHSIM
YEII0BEUECKOr0 yMa, HAUWHAS ¢ HOBBIX H300pETEHUH M 3HAKOB, 0003HAYAFOIIINX
COOCTBEHHOCTb Ha MIPOJYKTHI M YCIYTH, ¥ 3aKaHUMBAasi KHUTaMU, GOTOrpapusimMu,
KMHO(HUIIbMaMH W MY3bIKaJIbHBIMU TTPOHU3BEICHUSMH.

ABTOpCKUE TTpaBa - 3TO IpaBa Ha UHTEJJIEKTYalbHYI0 COOCTBEHHOCTh Ha
IIPOU3BENECHUS HAYKH, JINTEPATYyPbl U HCKYCCTBA. ABTOPCKHUE IIPaBa BBICTYIIAIOT B
KayecTBE rapaHTUU TOI'0, YTO MHTEUIEKTYaIbHbIN/TBOPYECKUI TPyl aBTOpA HE
OyJeT HamlpacHbIM, AaCT eMY CIIpaBeIMBbIE BO3MOKHOCTH 3apadoTaTh Ha
pe3yJibTaTax CBOEro Tpy/ia, NOJAyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3
pa3pelIeHHs aBTOpa HE MOKET BOCIIPOU3BOJUTH €0 IPOU3BEICHHUE,
pacnpocTpaHsaTh, MyOIMYHO JEMOHCTPUPOBATH, IPOAABATH, UMIIOPTUPOBATH,
IyCKaTh B MPOKAT, MyOJIMYHO UCIIONHATD, TOKA3bIBATh/UCIIONHATH B 3(pUpe Uiu
pasmemars B MHTEpHETE.

Hcnonb3oBanue "mupaTckoro” mporpaMmMHOro 00ecredeHus: MOKET MPUBECTHU K
MHOTUM pUCKaM: OT MOTEPU JAaHHBIX K TBOUM aKKayHTaM J10 OJJOKMPOBKU TBOETO
YCTPOWCTBA, T'/I€ yCTAaHOBJIEHA HelleraylbHas nporpaMMa. He crout raxoke
3a0bIBaTh, YTO CYIIECTBYIOT JierajibHble U OECIUIaTHBIE IPOrPAMMBI, KOTOPbIE
MO’KHO HalTH B CETH.



